NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILIEHMS
HA O®PUIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaXJbIM TOJOM MOJOJIC)KM B HWHTEPHETE CTAaHOBUTHCA OOJIbIIIE, a
IIKOJIbHUKY OJHW W3 CaMbIX AaKTHUBHBIX MoJib3oBaTened Pynera. Mexnay Tewm,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
OTa maMsaTKa J0JDKHA IOMOYb TeOe 0€301acHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMribroTepHbIil BUPYC - 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaAMM,
OTIUYUTEIHHON OCOOCHHOCTBIO KOTOPOU SIBIISIETCS] CHOCOOHOCTH K Pa3MHOKECHHUIO.
B nonosHeHue K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTH
Bce (pailyibl U TaHHBIE, OJKOHTPOJIbHBIE MOJIB30BATEN0, OT IMEHH KOTOPOTo ObLia
3alylleHa 3apaKeHHas MPOrpaMMa, a TaKKe MOBPEAUTh WIM JaXe YHUYTOXUTH
ONEpPALMOHHYIO0 CHCTEMY CO BceMH (paiiylaMu B LeJIoM. B OOJIBIIMHCTBE Ciy4yaeB
pacupoCTPaHsAOTCS BUPYChI UEPE3 UHTEPHET.

MGTOIIBI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. cnonb3yii COBpEMEHHBIE ONEPAILIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. lloctossHHO ycTaHaBimMBail mauTd (TMUGPOBBIC 3aIUIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAaHABJIMBAIOTCS C IIEJIbI0 JOPabOTKH MPOTPaMMbl) U JIpyrue
OOHOBJICHUSI CBOEH omepanMoHHOW cuctembl. CkauuBail HX TOJBKO C
opurmanpbHoro  caiita paspadorunka OC. Eciam  cymiecTByeT — pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUHU €T0;

3. PaGoraii Ha cBOeM KOMIBIOTEpE TOJ TpaBaMH IMOJIb30BaTEeNsl, a He
aJIMMHUCTpaTopa. OTO HE TMO3BOJMUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS] HA TBOEM IEPCOHATIBHOM KOMITBIOTEPE;

4. Hcnonb3ylt aHTUBHPYCHBIE IPOTPaMMHBIE IPOAYKTHI U3BECTHBIX
MPOU3BOAUTEIIEH, C aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunub PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucnonw3yit BHENTHUE HOCUTENN WH(MOPMAITNH, TaKue KakK (IIelKa, TUCK
WM (ailr U3 MTHTEPHETa, TOJBKO U3 MPOBEPECHHBIX HCTOYHUKOB,;

/. He oTkpbIBall KOMIBIOTEpHBbIE (Dailsibl, MOJYyYEHHBIE W3 HEHAIECKHBIX

MCTOYHMKOB. J{axke Te ¢aiiipl, KOTOphIE MpUCal TBOW 3HAKOMBIN. Jlyure yrounu
y HEro, OTMPABIISI JIK OH TeOe UX.

Cern WI-FI



Wi-Fi - 5T0 He BuJ mepenaun NTaHHBIX, HE TEXHOJIOTHUS, @ BCETO JIUIIb OpeHI,
mapka. Eme B 1991 romy Huzaeprianjackas KOMIIAHHUS 3aperucTpupoBaia OpeHn
"WECA", uto o6o3nagasio cnoBocoueranue "Wireless Fidelity", kortopsrii
MEePEBOAMTCS Kak "OecpoBOgHAS TOUHOCTB .

Jlo Haiero BpeMeHHU Joliia Jpyras ab0peBuaTypa, KOTopas sSBISETCS TaKou
xKe TexHojoruen. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3BaHme OBLIO JaHO C
HAMEKOM Ha CTaHAapT BbIcHIed 3BykoBoW TexHukd Hi-Fi, yto B mepeBoze
03Ha4aeT "BBICOKASI TOUHOCTH'.

Jla, GecrmaTHBIA MHTEPHET-IOCTYI B Kade, OTEIsIX M adporopTax sBISETCS
OTJIMYHON BO3MOXKHOCTHIO BBIXOJa B WHTEpHET. HO MHOTrHME SKCIepThl CUMTAIOT,
gyT0 obmenoctymnubie Wi-Fi ceTn He SBISIFOTCS O€30TIaCHBIMH.

CoBeTbl 10 0€30MaCHOCTH Pa0dOTHI B 00IIEOCTYMHBIX ceTssx Wi-fi:

1. He mepenaBaii cBOO JTMYHYIO MHPOpPMALIKIO Yepe3 oomeaocTynHbie Wi-Fi
cetu. PaboTas B HUX, )KeJNaTeIbHO HE BBOAUTH MAPOJIU JIOCTYTA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Vicnionb3yii 1 0OHOBIISAN aHTUBUPYCHBIE MPOTPaMMBI U Opanamayep. Tem
caMbIM Tbl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOUCTBO;

3. [Ipu ucnonwzoBanuu Wi-Fi otkiroun pynkiuio "O06muii qoctyt k daitinam
u npuHTepam". JlanHas (yHKUIHS 3aKpbITa 10 YMOJYaHUIO, OJTHAKO HEKOTOPBIE
MOJIb30BATENIM aKTUBUPYIOT €€ JJIsl y100CTBa UCTIOIb30BaHus B paboTe min yuede;

4. He ucnons3yit myoauunbiii WI-FI nyis nepenaun TMYHBIX JaHHBIX,
HanpuMep JJIs1 BbIXO/Ia B COIMAIIBHBIE CETU WJIH B JIEKTPOHHYIO MOYTY;

5. Wcnonw3y#t Tosbko 3amuiineHHoe coeaqunenue yepe3 HTTPS, a ne HTTP,
T.€. IpH Habope BeO-aapeca BBOaU MMeHHO "https://™;

6. B MoOuipHOM Tenedone orkimoun ¢yukuuio "TloakmoueHne k Wi-Fi
aBToMarnuecku'". He momyckail aBTOMAaTH4ECKOrOo MOJKIIOYEHHUSI YCTPOMCTBA K
cetssM Wi-Fi 6e3 TBoero cornacusl.

ConunajbHbIE CeTH

CounalibHbIE CETH aKTUBHO BXOJISIT B HAIIly )KHM3Hb, MHOTHE JIFOJAU PabOTAIOT U
KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MWLIAAP/ YETOBEK,
4YTO SBISCTCS OJHOM CEIbMOM BCEX JKUTEJICH IIaHeThl. MHOIue IoJjb30BaTe/Iid HE
MMOHUMAIOT, YTO WMHQOpMaIs, pa3MelieHHas UMHA B COIMAIIBHBIX CETSIX, MOXKET
ObITh HaWJEeHAa U KCIOJIb30BaHA KEM YIrOJHO, B TOM YHCJIE HE 00s3aTeNIbHO C
OJlaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIUAIBHBIX CETAX:



1. Orpanuys CIUCOK Jpy3ei. Y TeOs B IPy3bsX HE IOHKHO OBITh CITyYalHBIX
Y HE3HAKOMBIX JIIOJICH;

2. 3amuinai cBOIO YacTHYIO »ku3Hb. He ykasbiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKJECHUSA U APYTYIO JIUYHYIO HH(MOpMAIUIO. 3I0yMBIIUICHHUKA
MOTYT UCIIOJI30BaTh JaKe MH(POPMAITHIO O TOM, KaK Thl U TBOU POTUTEIH
IUTAHUPYETE TIPOBECTH KAHUKYIIBL;

3. 3amuinaii CBO0 penyTaIuio - AP €e B YUCTOTE U 3aj]aBail cede BOMpoc:
XoTen OBl ThI, YTOOBI JPYTHE IMOJH30BATEIN BHUACIH, YTO THI 3arpykKaeib?
[Togymaii, Ipekie 4eM 4TO-TO OIMyOJUKOBATh, HAIMCATH U 3aTrPy3UTh;

4. Eciii Tl TOBOPHILB C JIOJbMHU, KOTOPBIX HE 3HACIIb, HE MCIOJbB3YH CBOE
peanbHOE UMS U JIPYTyI0 JUYHYIO MH(OpMAIUuU: UMs, MECTO >KUTEIIbCTBA, MECTO
y4eObl U poyee;

5. M30berait pazmenienus ¢potorpaduit B UnTepHeTe, riae Thl H300pakeH Ha
MECTHOCTH, TT0 KOTOPOH MOKHO OTIPEIEIUTh TBOC MECTOIOJIOKCHHE;

6. Ilpu peructpaumu B COLMATBHOW CETH HEOOXOIMMO HCIIOJIb30BATh
CJIO’KHBIE TApOJIU, COCTOSIIINE U3 OYKB U LU(P U C KOJTMYECTBOM 3HAKOB HE MEHEE
8;

7. Jlma coumanpbHOM CceTH, TMOYTBl H JPYIMX CaWTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble Mapoir. Torma eciau Te0s B3JIOMAIOT, TO 3J0YMBIIIJICHHUKN
MOJIy4daT AOCTYM TOJIbKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IEHbI'H

DIeKTPOHHBIC JICHBI'U - ATO OYEHb YIA00HBIN CIIOCO0 TIaTeKel, 0JHaKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJTYYUTh ITU JICHBIH.

3J’I€KTpOHHBI€ JCHBI'H ITOABHUJIMCH COBCEM HCAAaBHO 1 KMMCHHO HM3-3a 3TOI'O BO
MHOTUX TOCYyAapCTBaxX J0 CUX ITIOP HC IMPOIMCAHO IIPO HUX B 3dKOHAX.

B Poccun ke oHM (hYHKIIMOHUPYIOT M O HUX YK€ MPOIUCAHO B 3aKOHE, TJIe UX
pa3eNsioT Ha HECKOJIBKO BUJIOB - aHOHMMHBIC U HE aHOHMMHBIC. PazHuIA B TOM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3pemiacTcss MPOBOIUTHL OIepanuu 0e3
HUJICHTU(UKAITUY TT0JIb30BaTENIs, 2 B HCAHOHUMHBIX MJICHTHU(UKAIHS T10JIH30BaTEIIS
SIBJIETCS 00A3aTEILHOM.

Taxke craeayeT pa3iauyarh dJICKTPOHHbIE (UATHBIE JEHBIU (PaBHBI
rocyJapCTBEHHbIM BaJIOTaM) W JJIEKTPOHHbIE He(dUATHbIE JEHBI'M (HE PpPaBHBI
rocyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOM padOTe C AICKTPOHHBIMU JEHBIAMHU:



2. [IpuBsixu K cueTy MOOUIIBHBIN Tele(oH. DTO caMblil yAOOHBIA U OBICTPHIiA
Croco0 BOCCTAaHOBUTH JOCTYyH K cueTy. IIpuBsi3aHHbIN TeneoH MOMOXKET, eciu
3a0yJemb CBOM IUIATeXXHBIA Mapoib WM 3aifielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOUCTBA;

3. Ucnonb3yii omHopa3oBeie maponu. llocie mepexoma Ha YCHIEHHYIO
aBTOpH3aIMI0 TeOe yke He OyJeT YrpokaTh OMAacCHOCTb KpaXKH HIIM IepexBaTa
TUIATEKHOTO MAPOJIS;

4. Bpibepu cnoxublii mapoisib. [IpecTynmHukam OyJeT HE MPOCTO yrajaaTh
CIIOJKHBIN Mapoib. HajgesxxHsle mapoiu - 3T0 Mapoiiu, KOTOPBIE COIEPKaT HE MEHee
8 3HaKOB W BKJIIOYAIOT B ce0sf CTPOUYHbIE U TMPOINHUCHBIE OYKBBI, HUDPH H
HECKOJIbKO CHMBOJIOB, TaKWe KaK 3HaK Jojuiapa, (hyHTa, BOCKIMLIATEIbHBINA 3HAK U
t.1. Hanpumep, $tROng!;;

5. He BBO/IM CBOM JTMYHBIC TaHHBIC HA caiiTaX, KOTOPBIM HE JOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DNEeKTpOHHAsl MOYTa - 3TO TEXHOJIOTHS M IPEIOCTaBISEMbIE €10 YCIYTH IO
IIEPECBUIKE U MOJYUYEHUIO dJIEKTPOHHBIX COOOLIEHUM, KOTOPBIE PACIPEACIISIIOTCS B
KOMIBIOTEPHON ceTu. OOBIYHO DSJEKTPOHHBIM MOYTOBBIA SAIIUK BBITJISIIAT
CJIEYIOIKUM 00pa3oM: UMs_TOJb30BaTeNA(@uMs_oMeHa. Taxke kpoMe nepenadu
MPOCTOr0 TEKCTA, UMEETCA BO3MOKHOCTh MEPEIaBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA TOYTOBBIM CepBUC. B uHTEpHETE ecTh
OTPOMHBIH BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUllle TOBEPSITH TEM,
KOT'0 3HA€IIb U KTO NIEPBBIN B PEUTHHIE;

2. He yxa3piBaii B TMUHOM mouTe JIMuHyI0 nHpopmaruto. Hampumep, mydie
BbIOpaTh "My3bIKaIbHBIN (hanat@" umum "pok2013" BmecTo "Temal3";

3. Hcnonp3yit ABYXATAHYIO aBTOPU3ALIMIO. DTO KOTJa TOMUMO MapoJis
HY>KHO BBOJUTH KOJI, MPUCBLIAEMBIN 110 SMS;

4. BriOepu clI0KHBIN mapodib. s KaK10ro MOYTOBOTO SIIMKA JOJIKEH ObITh
CBOM HAJEKHBIW, YCTOWUHUBBIN K B3JIOMY [apOJib;

5. Ecnm ecTh BO3MOXXHOCTH HalMcaTh CaMOMY CBOM JIMYHBINA BOIIPOC,
VCTIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcmonb3yil HECKOJIBKO TMMOYTOBBIX SIIMKOB. IlepBhIid 11 9yacTHOM
MEPENUCKU C aJpecaTaMu, KOTOPBIM Thl JOBEpSICIb. JTO JICKTPOHHBIA aJApec HE
HAJI0 UCTIOJIh30BATh MPU PETUCTpAINHU Ha (OopyMaxX U CalTax;



/. He oTkpsiBail (aiinbpl U Apyrue BIOKEHHUS B MUChMaX, JaXe €CIU OHU
OPUIILIIKM OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISIM JU OHU TeOEe ATU
(aiibr;

8. Tlocme okoH4aHMs pabOTHI HA TTIOYTOBOM CEPBUCE TIEPE]T 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakaTh Ha "BeIdATH".

KuoepOyjmHr ujim BUPTyaJbHOE H3/1€BATEIbCTBO

KubepOymmar - npeciae0BaHue COOOIICHUAMHU, CoJIepIKaIIMMHU
OCKOpOJICHUS, arpeCCHI0, 3aIyTUBAHNE; XYJIUTAaHCTBO; COIMMAIEHOE
OOWKOTHPOBAHNE C TIOMOIILIO PA3INYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 110 00pbOE C KHOSPOYIITUHTOM:

1. He Opocaiicsa B 60oii. Jlydmumii crioco0: MocoOBETOBaThCA Kak ceOsi BECTH W,
€CJId HEeT TOro, K KOMy MOKHO OOpaTUThCs, TO BHa4dale YCIOKOUThbCS. Eciu Th
HayHEUIb OTBEYaThb OCKOPOJIEHUSIMHM Ha OCKOpOJIEHUS, TO TOJBKO €lle OoJblle
Pa3z0oAOKeIb KOH(IIHKT;

2. YrpaBnsii cBoel kuOeppenyTaiue;

3. AHOHMMHOCTH B CETH MHUMas. CYHIGCTBYI-OT CITOCOOBI BBIICHHUTD, KTO
CTOHUT 34 aHOHUMHBIM dKKayHTOM;

4. He crout BecTH XyJNWUTaHCKUW o00Opa3 BHUpPTyaJbHOW >ku3HU. MHTEepHeT
(uKcHpyeT Bce TBOM JEWCTBHS W COXpaHSeT HUX. YJaIUThb UX Oyner KpaiiHe
3aTPYAHUTEIBHO;

5. ColOmronait CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Wrnopupyit enuuuuHbli HeratuB. OHOpPa30BbIE OCKOPOUTEIIBHBIE
cooOllleHusT Jydiie WrHopupoBatb. OOBIUHO arpeccusi TpeKpailaeTcs Ha
HayaJIbHOM CTaJuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIICHUSMH, B
COIIMAJIbHBIX CETSAX €CTh BO3MOXXHOCTb OJIOKMPOBKM OTIIPABKH COOOIICHHH C
OTPENICIICHHBIX aJPECOB;

8. Ecnu 11 cBugeTens kuOepOyimuHra. TBOM AEHUCTBUSA: BBICTYNIUTH NMPOTHUB
IpeciaenoBarens, I0Ka3aTb €My, YTO €ro JIEWCTBHA OLIEHUBAIOTCA HETATUBHO,
NOJAJIEPXKATh KEPTBY, KOTOPOM HY>KHA TICUXOJOTHYECKas MOMOIIb, COOOILIUTH
B3pOCJBIM O (paKTe arpecCUBHOIO MOBEICHUS B CETH.

MooOuibHbIN TesaedoH

CoBpeMeHHbIe cMapT(OHBI U IUIAHIIETHI COAEPKAT B c€O€ BIOJTHE B3POCIIBIN
GyHKIIMOHAT, W TEmepb OHM MOTYT KOHKYpHpPOBaTh CO CTallMOHAPHBIMU



KOMIIBIOTCPpAMMU. OI[HEII(O, CpECACTB 3allnUThl AJId HOI[O6HLIX YCTpOﬁCTB ITIOKa O4YCHb
MaJIo. TCCTHpOBaHI/Ie H ITIOUCK YSIBBPIMOCTeﬁ B HUX IMPOUCXOAUT HEC TAK
HMHTCHCHUBHO, KaK OJIA HK, TO K€ CaMOe€ KacaeTcs 1 MOOMIBLHBIX HpHJ’IO)KGHHﬁ.

CoBpeMeHHbIe MOOMIIbHBIE Opay3epbl YK€ MPAKTUYECKU JOTHAIN HACTOJIbHBIE
aHaJIOTH, OJHAKO pacliupeHue (yHKIMOHaNa BieyeT 3a co0oil OoJblIyIO
CJIOKHOCTBh Y MEHBIIYIO 3aIIUIIEHHOCTb.

I[aJIGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBH€HI/I5{, 3aKPbIBAIOIINUC
KPUTHYICCKUC YA3BUMOCTHU IJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIEC COBETHI JJIsI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisieTcs mo-HacToseMy OecruiaTHbIM. Byap ocTopoxkeH, Belb
Korja tebe mpeiararT OecIIaTHbII KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCITYTH;

Hymaii, npexae yeM otnpaBuTbh SMS, ¢hoTo mnn Buaeo. Tol TOUHO 3HAEUIb,
r7e OHU OyTyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapTHOHa;
Hcnonb3yil aHTUBUPYCHBIE POrPaMMBbl U1 MOOMJIBHBIX TEJIE(POHOB;

He 3arpy>1<a171 IMPHUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCIAb OHH MOIYT
COACPKATb BPCAOHOCHOC IIPOIrpaMMHOC O6€CH€‘-I€HHG;

[Tocne Toro kak Thl BBIAJEIIL C CalfTa, TJe BBOAMWI JHYHYIO HWH(OpMaIuio,
3aiiiu B HaCTpolKku Opaysepa u yaanu cookies;

[Teproauuecku TpoBepsiii, KaKKe IUTATHBIC YCAYTd aKTHBUPOBAHBI Ha TBOEM
HOMeEpeE;

JlaBaii cBOil HOMEp MOOMJIBHOTO TenedoHA TOJBKO JIFOJISAM, KOTOPBIX ThI
3HaCIIb U KOMY JIOBEPSEIIIb;

Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJAa Thl UM HE Moib3yelibes. He
3a0bIBail MHOT1a IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAWH-UTPBI - 3TO  KPAacOYHbIE,  3aXBaTbIBAKOLIUE
pa3BiieueHusl, OOBEAUHSIONIME COTHHM ThICSY YEJOBEK MO BceMmy mupy. Mrpoku
WCCIIEIYIOT JaHHBI UM MHUp, OOLIAIOTCA OPYr C APYTOM, BBIMOJHSAIOT 3aJaHMUS,
CPaXXarOTCS C MOHCTPAMHM M TOJYYarOT ONBIT. 3a YAOBOJBCTBUE OHM ILIATAT:
NOKYMNaroT AUCK, OTUIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KAKME-TO OILIUU.

Bce atu cpencTBa uayT Ha NoAACp)KaHUE U PA3BUTHE UTPHI, & TAKKE HA caMy



0€30MacHOCTh: COBEPIIICHCTBYIOTCS CHCTEMBI aBTOPU3AINH, BBITYCKAIOTCS HOBBIC
naT4yu (UQpOBbIE 3aIJIATKA JUTsl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HbIX UTrpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)Xll TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMH OOJBIITMHCTBA
Urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOT'0 aKKAYHTA:

1. Ecau npyroit urpok Bezet ceds II0X0 WU co3AaeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Tloxaiyiicst aIMUHUCTPATOpaM UTPHI Ha TUIOX0E MOBEIEHUE 3TOTO UTPOKa,
JKEJATEJIbHO PWIOKUTh KaKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil mnunyto nHbopMaIio B mpodaiiie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeouimanbHble TaTYU U MOJIBI;

6. Mcrionb3yii clo>KHbIE U pa3HbIE MMAPOJIH;

7. Jlaxxe BO Bpems UTPbI HE CTOUT OTKJIFOYATh aHTUBUPYC. [1oka ThI Urpaelsp,
TBOM KOMITBIOTEP MOTYT 3apa3HTh.

@OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOBIYHOM KpaXKkeil IeHEeT U TOKYMEHTOB CETOHS YK€ HUKOTO HE YAUBUIIIb, HO
C Ppa3BUTHEM MHTEPHET-TEXHOJIOTUI 3JI0YMBIIUICHHUKHA NEPEMECTUIIUCH B
WHTEPHET, U MPOAOJIKAIOT 3aHUMAThCA " TIOOUMBIM" JIETIOM.

Tax mosBUIACh HOBas yrpo3a: HMHTEPHET-MOIICHHWYECTBA WM (DUIIHHT,
rJIaBHasg 1€Jb KOTOPOTO COCTOUT B MOJYYEHUM KOH(PHUICHUIMAIbHBIX JaHHBIX
M0JIb30BaTENICH - JIOTMHOB W maposieil. Ha anrmmiickom si3bike phishing unrtaercs
kak ¢umuHr (0T fishing - peiOHast noBs, password - maposb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Thl momo3peBaeiib, 4TO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HeoOXoauMO  3a0JIOKMpOBaTh €€ M COOOIIUTH
aIMUHHUCTpATOpaM pecypca 00 3TOM Kak MOKHO CKOpEEe;

2. Ucnonw3yit 6e3omacHble BEO-CalThl, B TOM YKCIIe, UHTEPHET-MAra3uHoB U
ITIOMCKOBBIX CUCTEM;

3. Ucnonw3yit crmokHble W pa3Hble mapoiu. Takum oOpa3om, ecinu Tels



B3JIOMAIOT, TO 3JI0YMBIIINICHHUKH TIOJTy4aT JOCTYII TOJBKO K OJTHOMY TBOEMY
MpOoQIITIO B CETH, a HE KO BCEM;

4. Eciu TebOs B3IOManHd, TO HEOOXOJUMO NPEIyNpPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100aBiI€HBI y T€OS B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIH H,
BO3MOYKHO, OT TBOETO UMEHU OYyJIET pacChUIaThCA CaM U CChUIKH Ha (DUIIMHTOBBIE
CalThI;

5. YcranoBu HaaexHbli naposs (PIN) Ha MOOMIIBHBIN TENE(OH;
6. OTKiIr0ouM coXpaHeHHe apoJs B Opaysepe;

7. He oTkpeiBail (aiiipl U Apyrue BIOKEHHUS B MUChMAaX, JIaXe €CIU OHU
MPUILUIA OT TBOUX Jpy3eil. Jlydlle yTOYHU y HUX, OTHPABIIUIM JIU OHU Te€OE 3TU
(baibl.

Hudposas penmyranus

[Mudposas penyranus - 3T0 HEraTUBHAs UM O3UTUBHASI UH(OpMAaLIMS B CETU
o tebe. Komnpomerupyromas nHpopmanus, pa3MelleHHas B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3UThbCcsl Ha TBOeH peanbHOM ku3HU. "Lludposas
penytanus” - 3T0 TBOW UMUK, KOTOPbIA opMupyercs U3 nHpopManuu o Tede B
MHTEpHETE.

TBOE MECTO JKUTENIbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIICHHO OTHOCATCS K NYOJUKAlMKU JIMIHOU
uHpopmaruu B MHTEpHETE, HE MOHUMAs BO3MOXHBIX MOCIEACTBUN. Thl naxke He
CMOXeNIb J0TanaThCcsl 0 TOM, 4uTo (oTorpadusi, pazMerieHHas S5 JeT Ha3al, crala
MPUYMHON OTKa3a MPUHATH T€0s Ha paldoTy.

KommenTapuu, pasmenienre TBoux ¢Gotorpaduii u apyrue IeUCTBUS MOTYT
HE HCYE3HYTh NAXKE IIOCIE TOTO, KaK Thl WX YyAAIHIIb. bl HE 3HACIIb, KTO
COXpaHWMJ 3Ty HH(OpMAIMIO, Momaja JU OHAa B TIIOMCKOBBIE CHCTEMbBI U
COXpaHWJIACh JIM OHA, a TJABHOE: YTO MOAYMAaIOT O TeOe OKpY)KaIoIIHUE JIO/IH,
KOTOpbIE HAWUAYT U YBUASAT 3T0. HaliTn nH(OpMAaIMio MHOTO JIET CITYCTS CMOYKET
00011 - KaKk 13 A00pbIX TOOYKACHHM, TaK U C HAMEPEHUEM MTPUUYUHHUTH BpeA. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 1O 3alIUTE HU(PPOBOH permyTauu:

1. Tloxymaii, mpexe 4eM 4To-TO MyOJIMKOBATh U TIepeaaBaTh y ce0s B Giiore
WJIM B COLIMAJILHOM CETH,

2. B Hactpoiikax npo@uisi yCTAaHOBH OIPAHMYEHHS HA MPOCMOTP TBOETO



poduIs U ero CoAEPKUMOTO0, ClIejal ero ToabKo "mist npy3en”;

3. He pa3memaii u He yka3bIBail HHPOPMAIIHIO, KOTOPAst MOXKET KOTr0-1100
OCKOPOJISITH UM OOMKATh.

ABTOpPCKOE NPABO

CoBpeMEHHbIE IIKOJIBHUKM - AKTUBHBIE [0Jb30BaTENd  IU(PPOBOTO
npoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO II0JIb30BAHWE MHOTHUMU
BO3MOXXHOCTSIMH ~ IIMPpoBOTO  MHUpa  TpeOyeT  coOmojeHuss TpaB  Ha
MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENIEKTyalbHasi COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOI'O0 yMa, HAyMHAas C HOBBIX HM300pPETEHH W 3HAKOB,
0003HaYaIIKUX COOCTBEHHOCTh HAa MPOJIYKTHI U YCIYT'H, U 3aKaHYMBas KHUTAMH,
dboTorpadusimMu, KHHODUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE MpaBa - 3TO MpaBa HA HMHTEIUIEKTyalbHYI0 COOCTBEHHOCTbh Ha
IPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYyaJbHBIN/TBOPUECKUM TpyJ aBTOpa HE
OylneT HampacHbIM, JAacT €My CIpaBeIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpPyAd, MOJYYUTh W3BECTHOCTh M TIpu3HaHue. Hukro 06e3
paspelieHuss aBTOpa HE  MOXET  BOCIPOU3BOAUTH €r0  IPOU3BEICHHUE,
pacnpoCTpaHsATh, IMyOJUYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHPOBATH,
NycKaTh B IPOKAaT, MyOJIMYHO MCIIONHATH, MOKA3bIBATH/UCHOIHATh B 3(UpE WIU
pasmemats B MIHTEpHETE.

Hcnonb3oBanue "muparckoro"” mporpaMMHOTO 00ecTieueHrs MOKET PUBECTH
K MHOTHM PHUCKaM: OT MOTEPHU JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO
YCTPOWCTBA, TJ€ YCTAaHOBJIEHA HeJeraibHas mnporpamma. He croutr Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE M O€CIUIaTHBIE MPOTPaMMBbI, KOTOPHIC
MO>KHO HATH B CETH.

O nopraJe

CeteBuUOK.p( - TBOI IJIaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXEIIIh Y3HAThH O
0€30IMMacCHOCTH B CETU TMOHATHBIM M JIOCTYIHBIM $I3IKOM, a MPU BO3SHUKHOBEHUU
KPUTHUYECKOM CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakXe MPUHSITh y4acTHe B
KOHKYpCax M CTaTh CaMbIM ITU(DPOBBIM TPAKTAHUHOM !






